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“Sometimes called “reasoning from first principles,” the idea is to break down
complicated problems into basic elements and then reassemble them from

the ground up. It’s one of the best ways to learn to think for yourself, unlock

your creative potential, and move from linear to non-linear results.”

First Principles: The Building Blocks of True Knowledge
(https://fs.blog/2018/04/first-principles/)

“I think it is most important to reason from first principles rather than by
analogy. One of the ways we conduct our lives is we reason by analogy. We do
this because something was like something else that was done or it was like
what other people were doing. It’s mentally easier to reason by analogy rather

than from first principles.”

First Principles Method Explained by Elon Musk
(https://www.youtube.com/watch?v=NV3sBIRqgzTI)
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Think Deeply about the Smart Economy

“Future world where the boundary between real assets in the ph

world and digital assets in the digital world has been removed.”
[Malcolm Lerider]
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GOALS

A guide for software architects and developers designing and building DIDComm Agent-based systems

 Better understanding of the active components of DIDComm Agent-based software systems

and how these components rely on and interact with each other,

* Introduce a new graphical modeling language, DIDComm Notation, to aid architects and
developers in visualizing new architectures and designs for DIDComm Agent-based software

systems, and

* Describe a layered architecture reference model, DIDComm-ARM, to help guide the design

and creation of the broadest range of DIDComm Agent-based software systems possible.
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WHAT IS DIDCOMM MESSAGING!?
DECENTRALIZED IDENTIFIER COMMUNICATIONS

* Communications methodology that works with the decentralized design

of DIDs to provide private, secure interaction.

* DIDComm defines how messages are composed into application-level
protocols and workflows.

* Just as DIDs are a foundational element of decentralized identity by
providing non-revocable identifiers, DIDComm provides secure
communication between parties based on the service endpoints and keys
present in a DID Document.



DIDCOMM AGENT USE CASE
“DIDFAX” WINDOWS PRINTER DRIVER

DIDComm User Agent
EEEEEN
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DIDCOMM NOTATION

* Web 7.0 graphical modeling language for designing and visualizing
DIDComm Agent-based software systems.

* Focused on the needs of software architects and developers with a desire

to design and build DIDComm Agent-based software systems.

* DIDComm Agent-based software systems, in turn, are comprised of a
networked graph of cooperating software clients, agents, and supporting

services that exchange application and platform-level messages based on

the DIDComm Messaging specification.




DIDCOMM NOTATION:
ACTORS




DIDCOMM NOTATION:
SERVICES, DID REGISTRY, AND DID DOCUMENTS

DID Registry

I
id: did:person:1234

id: did:person:1234
DID URL/HTTP
DID/DNS
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DIDCOMM NOTATION:
VERIFIABLE CREDENTIAL (DIDCOMM MESSAGE ATTACHMENT)




DIDCOMM NOTATION:
ORIGIN INTERFACES AND ENDPOINT INTERFACES

Simple Origin (Send only)

Simple Endpoint (Receive only)

Request-Response Interface
(Receive request & Send response




DIDCOMM NOTATION:
REST/HTTP CLIENTS AND REST/HTTP AGENTS




DIDCOMM NOTATION:
DIDCOMM CLIENTS AND DIDCOMM AGENTS




DIDCOMM NOTATION:
DIDCOMM ORIGIN AND ENDPOINT INTERFACES
OUTBOUND PROCESSING & INBOUND PROCESSING

Outbound
Processing

DIDComm Orrigin (Send only)

DIDComm Endpoint (Receive only)

Inbound
Processing




DIDCOMM NOTATION
DIDCOMM USER AGENT

DIDComm User Agent
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DIDCOMM NOTATION
DIDCOMM AGENT GATEWAY

“DIDFax”
Windows Printer Driver
(DIDComm Client)

Medical Records
Desktop Application
(Dr. Carol Cardiologist’s Clinic)
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QUESTIONS?




DIDCOMM AGENT ARCHITECTURE
REFERENCE MODEL (DIDCOMM-ARM)

DIDComm-ARM Feature Matrix
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DIDComm-ARM Core Layers DIDComm-ARM Web 7.0 Layers
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WEB 7.0 DIDCOMM-ARM WHITEPAPER
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LAYER 2 DIDCOMM AGENT MODEL
SCENARIOS

DIDComm Agent DIDComm Client

DIDComm Message/HTTP PUT DIDComm Message DIDComm Message/HTTP PUT




LAYER 2 DIDCOMM AGENT MODEL
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LAYER 2 DIDCOMM AGENT MODEL
SCENARIOS
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WHAT IS WEB 7.0?

Web 7.0 DIDComm-ARM (6-layer model)

Web 7.0 Body of Knowledge (10+ volumes)
Web 7.0 Versions
Web 7.0 Distributions

DID-DOS 7.0




WHAT ISWEB 7.0?

Web 7.0 is a unified software and hardware ecosystem

for building trustable systems using decentralized identifiers,

DIDComm agents, and verifiable credentials.

Take what you need; leave the rest.
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GLOBAL SCOPED AND SCALED APPLICATIONS

Create a unified decentralized solution whose scope includes:
a) Global Air Traffic Control #ATC

b) Aircraft Crew Scheduling #CrewSched
c) Baggage Handling, Tracking #BagBash

d) Passenger Ticketing, Seating, Credentialing
#PTSC

e) Food and Beverage Service #FoodBev




LAYER 5 DIDCOMM USER AGENT MODEL
GROUP COLLABORATION/CHAT REFERENCE APP
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Hyperonomy Digital Identity Lab™
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IDE

DIDComm Network Transports DIDComm Libraries
& DIDComm Network Topologies

& Language Bindings

Web 7.0
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WEB 7.0 ALWAYS-ON DIDCOMM AGENT
“DIDCOMM AGENT APPLIANCE”

REFERENCE DEVELOPER HARDWARE

- SNAPDRAGON® 8CX GEN 3 ARM PROCESSOR
- 32GB DDR4 RAM

- 512GB NVME SSD




DIDCOMM USER AGENT /AGENT GATEWAY SCENARIO
“DIDFAX” WINDOWS PRINTER DRIVER
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WEB 7.0 AND WEB5

Side-by-Side Comparison
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WEB 7.0 DIDCOMM-ARM vs. DWP STACK

DIDComm User Agent
lllll

DIDComm E e
User Agent
DWP
DIDComm KN
Always-0n Q’ﬂ]‘ DWAS
Agent
S r e
DWNs
Virtual Web Drive N DIDs
(DWN/Pod/Trinity) W& —

Virtual Web Drive

f‘“" P . i

%/
Vo /




The Internet: Connecting Devices using a Web 2.0/3.0: Connecting People to Web 7.0: Connecting Individuals to Each Other
Global Communications Network Centralized Web Sites (and Email Servers) via their Trusted Personal Agents




Web 2.0/3.0 Web 7.0
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FOUNDATIONAL TECHNOLOGY ADOPTION MODEL

3. Phases of Foundational Technology Adoption
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NEXT STEPS

|.  Start building out the sample projects provided for each layer of the DIDComm-ARM

2. Start using DIDComm Notation to design simple Web 7.0 Network(s) using direct,

point-to-point message routes

3. Implement your Web 7.0 Network(s) using the DIDComm Super Stack (or any toolset

of your choosing)

4. Consider evolving your design to include a DIDComm Network to support the

advanced message routing and disconnect agent requires of your Web 7.0 Network(s)

5. Have fun!
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THE END
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